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�����6���� %��M�'�(1 � ������� 3� 2�;�� ����2���  �������5������'� ������ ���
��'�������>�'����� 2���� ����2��� ���8 ��'���'�������$������ ��� ���
���8 ��'���'�'�%����� � ����� ��� ��;��'�� �����2�� ��'4� ��������� �� ����
���� �� �������2�� '������� ����2�� ������ � �  �� ���;���

!2�� ��%������ � ��2����2� � ������$������ (����;� � �2���� �%������� ����� �
���� (����� �����'������ ���� ������ !2��� 2�;�� �%���� '��;��'���� �;����'��
�2����2� � � ��2�� '� ��� (%�����1��4��6�2�6���� � �2���������� /��
 % ��'���� � ��2����2��� 2�;��  ���� 2� �� '������� � �� 62�'2� ���� ���2���
(����� % ��� ����'���� ���  ������ '��������� � 2�;�� (���� % ��� ��� � '������
���;������

31;����;��� ��������� '�%� � � ��� �����$ ���� ���� �������� ��� '�� �� 2���
�� � ���'�� � � ����� ����2��&���O���3�������;��� 62�'2� �� '%  ��� 2�6����
% ��!��� ���� �������� ���� �� ���6�;���� �2��  �'%����� ����2� �� �  %�� � ��
��% �6���2��2� ������������  � ����� 62�'2� � � ��� ����� '� � � ������%�� ����
�2� �� '�%� � �� ��'2��� �6��2� %����'2��� �����6 �*A�6���� '�������

#�� ���� �%� ����� ����!��� � �62��2������� 2�6���� �  � ��6��2� ��������� ����
���� � ��� 4������� % �� 1� �I �  �'%���� L� �� ����������� 62�������2�;��
3�������� �''�  � ���3��������'��� �� ���� ���� '�%����� � �2��  ��%������ � �
�2����2��� ���� ���(�(���  ����� ���� ��� ��2�� ��2���6��  2�%��� ��;� ��
����� �� % ���� !��� �������� ��2���  �'%�����  �� ���;��  ���6����� ��� ���� ���
 2����� �I �

!2�� ��;��� �������'4 �6���� �� �� ;���� (��6���� '�%����� �� L''������� ��� ��
��'�%��� (�� /�44��0�������� ��� �8#�'%���� �2��!�(����� ��;������ � � %(>�'��
��� ����'4 � '������(������ �2��  ����8��8�2�� ������� ��������� ���6����
������ ��>��� (��4 � ���� ����� �� '�����'��� �6����  %(>�'����� ����'4 � ���
'������(���  ��2� ��'��������!2���1 � ��� �5������ 2����62�'2� ������� �
���� � �2��� ����� ���% �6���� (�� ���������6��2.
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&���6������ 2���� %���� ����� �2� �� �  %� � � ������ �' �� ��� �8(� ���
����� �' � ���4�� ����8;��% �  ���6����� � �%������������ �� ���� (������� L�
����� ����� ���� ������'2��62�'2� 3� �� '%  ��� 6��2� ��2���Q%'4������ ���
+)),�� 6� ���� (%���� �� ������� (�5��2��� �� �62����%��'���%���� � �
'����'������ 3�1 � ��������������� (%�� ��� '��� 2���� ������� ����� �� '�������
�����������8�2��������'4 �
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����1�� ���� ���6���� �2��� ������� 2���.GG���� ������������'��G �6���� 2����
�����2�� ���8����'28 ���4�� ��
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M�� ;�% ��'�� �>% �����%��;�% � �����'������� ��� '�� �������� ��� ���%� �A� ��� ��
>�� ��� ���%;�� ��� 3����� I����� ;�% � ��;�$� ����� �%� '�%������ ���  1� �� ��  ��
�%���%� � ������ � '2� � � �� ���� � �����(�� � �'�� ���%� � �%���%� � ��� �� 33�  ��
���%;�� �%�� �� � ���2��� � ��� '�������� '������������ �%  �� ������ � '2� � �
 ����� � .� "� � �� ��%5�E#/� �������� '�%�� �� �� � ����� � �����2����%� ��%  ��� ���
��������� ������ ����  �%������� '�� %���� ��� � ��������>% �%1�� %�� ��(���
�������%���%� :!I���� L��� � �%��>1�;�� � 31L	#"���

E��'�� �� !&:��>�� ��%;�� � ����  �%������� ������  %����% � �� �  ��� �6�(�
��������� � ��%�������� ��  ��� '������ � ��  ��� � ��6������� ��'�(��4�� ��%�%(���
���������������'����� ��� � ��� ��% ��>1������� '������� ��� ��%��%���� ��� � ���
��(��� ��;������'����'������ #�� (���� �%��>�� ���  %���� ��% � �%1�;�'�!&:�
����������R

M1� ����� �%�� ;�% � ��� � '�� '����� �%� ����� �%�� ��%�� %�� ��%����� ��� ��%���� ��� ��
 ��  ������� ;����� ����'���� ��%�� '���%���%��� �;�'� 31�5�����%��� ��� �%�� ���!&:�
���>�'��� �� ��;��%� ��%�� ��% � ���  ��(���� �1%��� ��(����� �%�� ��% � ���������� �
��%���������� #�'2�$��%��  �� ��% � �� ����;�� �� ;�% � �1��  ���$�'������������ �� �
��%�� ����R

S�������� I1������>% ��� ��%����R� 	1�'�� �%���%� �  ������ ��>�� ���������� ���
����'��� ����� '�� ������� ����>�� �1�����  ����� �1��������� ��� '�����(%����� �%�
���>������ �����'���������(���� ������%� � %���%���%��>1��� ;%� �%1��� ��%���;����
%�� !8#2���RRR��8 � � � ����%  ����� L;�$� ;�% � (� ���� �1%�� ����%'��%����� ��� �� T
M�� ��%5� ��������� ��� '� � ��� (� �������M��  ����� �� ����(����>1��� %�� (��� ��;��%�
�%  �� (���� ��� L����� �� ������� � ��� ��� ��� ��� ����� �� ;�% � �;�$�-13O��������
��� ����%����!&:���� � ��� ����%�� ��� '�%5��� �%�� ��� �� ��� ��% �  ��;���>��  %� �
;����� 2����R� �8�
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L������� �M�� ;�% ���������� ���� ;���� ���� �%����>��  ����� ������� ��� ����'����� "��
>1�;�%���%�� ������� !&:��>��  �� � �� � �%� ��%�� '�� �%�� �� � �����2 � ���� '���(�� 
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L��� 2���� �����2�� ����� ������ ��(�%���2�� ��3� '�������'��3������ ��%� �(�%���
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���6��4� % �����(������
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#%(>�'�.� O��� ������3!#E� ��������� &'��++8+?

C���� �� ���1�� ������ �2� � ��'%��������%���� !2�� '�������'��6� � ���� ���
�2� �� J�������������(%������ ��6�6�� '��� ���4�������J�  ���������� �� 3�
���%��� �2��� ���� �3� '���  %�����$�� ��� �����������F

&�� &'��++8+?�� 3� ���� 6��2� �(�%��K)� 	�MG��3� ����� � ��� #��� 	������ !2�� '����5��
6� � ��� J���% ���� ���� ��;�������J� '�������'��  ���� ��2��� �%��� 62�'2� 6� �
(���� �%������2�� IL"�L�G ���6�%�� �����'����G �4���� '��6� ��(�'�� �� O�6��2���
���2��� ������� ����� ���% ���������2����6�'�� �� �������� ���4���� �2��� ������
��� �2�� ���'�  � �(�%��2�6� ��6� �����'������ � � ������ ���� 62��� '���(������ �
�2���6�%��� (�������������  �� ���% ����'��� �%�� ��� �2�� (�'4���� � ������ ���
�2�� �� ���� ���'�  � 62��� �2��1���  ����� '2����

3�6� � �2������� �� ������ �(�%������������6��2�M�2�� �� 2�� 4�� ����I� '���
(%��(�������2��������Q���8���6������ #� ��� �� ���� I2�� �����E���2����
��%�2������E�%����� ��6��� I#� �����  ��� ��� 	��;���D��;�� ������ 3� ����� ����
�(�%��+)� ���%�� � ���� ������4��  ��3� ��'% ��� ��� J62�� % � �!������� 62��9�
�����2�� ;����% � ����� % � � ������ ���������� � ���J�� 3� �� �� �%����� ��  �����
����6�� �(�%�� (��� ������� ��� �2��3��������� ��� '�%������2�� ������������
J %���� 3� �������2���� ���� ����� % � �� (%������1����%� �� �������� �2�� 6�����
���TJ� �%� ���� �

!2�����4�6� � �%����6���� ��'��;��� �;������� /� �� ������� ��'����$��� �2���
!��� 2� ������ % � �9� ��� ��'���  ���� ����2�� ����� � ��� �2�� �%����'�� �����
����2���% ��!��������2����6��4���������� &��� ������62��6��4 � ��� �2��
J����'���� ����� � %���J� �2�61 ��2��������� %����������� ����� ��� �2���2��
% � �!����;���� ��������2� �6��4�� :�'���� �2���3� �����2��  ����  ���������
����� �2�� ��3� ������3� ���� 6��2� ��� 3����������� �� 3�6������2�6�6�� '��� ��4��
(������ % �� ����2� �� ���8�����(%��(��� �%��� �

L���2��� ������ ����� �� ��� ��6� � J��6�� �2���6� � ������� !2���� ����  ��
����� �������� � ��� �2�������'� 2����� ���� ��%� �������� ��� �;���� �2��� ����J�3�
 %��� �� �2��1 � �� ����� �2����� .�

&��� ����2�� 4��� ����� �2���� � ��2�� �����6� �%����'�� �2���2���� 3� 2�����
����� ����2���  ��� J31��  ������� 6�� �����2� � ������%�������� ������'��6��2�
�2�� �� ��������% ���J�� �%���2�� ���% ��������� ������;� �6���� (� �'�����
/�'�� ����� E������� ��2����L&"�� I� '��� ���� �� ��6� ��2�� �� O��� ��������� �����
'��  8 �'����� ����2��62����'���%����� ������ ����;������� 3� � 4��� 62��2���
�2���2��� ��2��� �%����'2� '�������'� � �2%���� ���2� �� '�;��� ��(����� �





6���� �2��  ���� ������� 62��6���� �2��%�2� ����� 6�����2�� '������6�� �

#��'�� 31�� ����J���% ���J� 31�� %���4������� (�� ��;����� (�'4���������2��� ���
�2� �� '�������'� �� %���  ��2������� %��6��2� ����2��� ����'�����62�'2� 31��
(�� �� �����  ���4���� �L�� �� 31�� ��������%'2� �� ���8���'4� �����62��� ���'��� �
��� �2� � �����'%���� ������� �%��3���� �5��'����� 2���� (�'4� �����  ���� ����2��
����� � ���� ��� ���4���� �2���� ���%� � ��� ����� �������� #�� ����2�������� ����
�%� ���� � �������' � ��%� 6���� ��� ��� (����� %�� ��5������� 3� ���4���� �2����
���� �� ���� ��� 4��6�
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	���.� ����� +*� &'��+))A� )-.-?.+*�8)B))�
����.� :����� 	���������� <!H

!�.
I'.� M������2� ��%��� <N ===============
#%(>�'�.� O��� ������M������2� ���� I	0:

&�� &'��+-� 3� ���� 6��2�M������2� ��%���� ��>%�������� DI#	�  �%������ ���� '���
0��6� � �� ;��%������������� �� ������������� ���%�� ��� 	I� '������ I	0:�
�'�2��������� 62�'2� � ��� ���8��������2�����'% � � ��� ����'��'����� #�%���
L��(���� I	0:� � ������ �(�%����;�� �������� ���� �2������� �2�����%������ ����� ��
;������� ������%� �� &��� ����2���� ����� ���� � � ���� 2���� ������� ��8'�%�����
�����$���2����2�����'�%��������� ���%� �62���������������� 2����� ��� ��;��
�2��� 2���� ���� ��;���2��� �� 6������ '����������� !2�����5�'� �����L���� � �
������������� ������������ ���6��4������� �%� ��'��  � ����  ��� ���� �������
62��6������� 2����� 0�6�;���� �2��1;�� ����'��� ��'�������2����2���2�;�� �6��
(��� ����'���'�� .
L��!2��� 2�;��1�� �������� �%'2� �(�%��2�6���'2������� '��� 2���� �''����� 2�
�2���� ���� �� 3�� �����'%������2���2���1�� �������2����� ���!��� (������
���� ����1��4��6�2�6���� ��4�� % �� ����2� �  ������������ ��� ���� �������
��8'�%����� ���'2� �2�� '�2��6�( ����
���!2��� 4��6� �����5��������$���� ��'2��'��� ������� ��8'�%�����62��'���
2���� �2��� ������ ��2�� ��  ������ �2��6����� ��� ������� (�'4���� �2��  ����� ���
��;�������� ���������� ���� '��'4��6� �

3� ��;�� M������2� ��B82�%���%������� ��� 2�6�!���6��4 �� 62��% � � ������� 62���
62��� �����'���� � ��� ���;��� � ���� 62��� �����'���� � ��� ��� �1�� ���;�����
���� �%��1��� � ��'�1� �������� ��'�%����� (����� �� �2�� ����� ���!"#� ���6��4�
����������������'������ ��'�� 0��6� � ��������5'������ ���� �2���6���� ��� ��4��
!��� ��� ��������� ����� ����2����  ��%���� � ������ ���6����� !2��� �� ��6�������
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3� ���%� ����� ��E������ ����� ������ �2�� 666��������'�� � ������������ ���
6���� ��;�� ��%� �� ������� '��4��� ��2� � � ��2�� ���� �2������ �1���5���������
��'��� ��� 3����� ��%� ��� ��  ���'2� �%����� (��E������ ��� �1�� ��4�� ��%��3��
�����  �� ���� '����%� ���;���� �� ������� '��4���� �2��� ��1��� ��;�� ��%� �� '���'2��
���  ��;��� &�'�� ��%�  ��;�� �2�� '���'2��� ��%����� �� '���'2�� '��4��� �2���
 2�6 � ��%1��� �� 2%����� !2�� '���'2�� '��4��� �5���� ������� ��4�� +)� ���%�� �
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!2����� �����(���� '��� � �����%� ��� ��%�� �%���� ����'���� ����� ������51 �
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����� � �����!��(%����� ��� �����'���� ��%��% �� ����2��  ���'2�6������� '2�'4�
�����%� 2�;�� �� ������� '��4��� ��������� ���� ��� �����2���  ����� ��%�� ���'2�
62���� �����%'2� � 666��������'�� � ���� ��� � �� ������� '��4��� ������%�� !2� �
� �1��  �� (��� ��� ������ �5'������� ���� (�� %������� ����������

I�� �%�� ������ � 6�� ���!2���� ���� �� ��$��� ��� ����� ������� ������ � ���%���
�2��6������ ���� J 666��������'�� J� '�%���  ���� �� ?)+� ������'����� ���� ���
�2��� ���������� ��� �������2��� !2�� '%������6��4���� �2����� � ��2�����'2� ���
�2� �� ������ � ��4�� �������'�� ������ � �� � �6��  �������� ������� '��4���� #��
��� 6��  2���6��2� ?)� ������� '��4�� ��2������� % �� �  2���� ��4�� ������� �6��
�(�;�T� 	��6�� ��� ������� �2������2��  ����8���8���'28'��4��� ���'4�� ��'��
������'2� ������� ������� ������'2� (��6 ����  �  ���T� 3��  ��� � �2�� (������
�� 6��� � ���� ��'4����� ������� ������� �2���!��(%����� % � �� ��� '�%��� ���
�2��� (�� �����'������� �2��?)+� ���� �2��� ��6������� �%���%������� % �� �%��
���������� ������� ������� ���2����2��� �2�� ���� �2��� ���;����� /�4�� ���2���
��4� � �������'�� � � 2� � ������ �������

�������� 6�� ��� ����2� �� �����2 �� /�4�� � ������� ��� '2�'4� ����� '��4��� ;�����
�����������'�� � � �� ��;����� ��������������� 3�� ��� 6�� '�%���  ��������
�2��� � (��>% �� 4������� �� '��4��� �������� ������� �������� ���� ��� �������
��������2�� ��2�� ������ �I��  8������� ;%�����(������ �� 62��� '��  8�������
;%�����(������ ��� ��� %��(��� �2� ����'4� � ��������� (�'�% ��E��������� ��
��� 2�%���� ���;���� ��� (�� ��'�%����� �2�� ������� ��� �� � 4����� 2� 2��

3� �6�� ���� �%��1�����'���� ?)+� ���� ��6�� �  ���� ��6��� � ���� ������� ������1�
�� ���� ������� 6�� '�%��� ������'�����5������� (����������� �� �%��8��6�� ���%�
��� !��(%�����  ���2�� % ��� '��� ������������ �������'���24��� �����

"� ����� O��� �6��� � ��� ��� '������;�� �����4���� E������ �(�%��!���� ��'�%�����
�2� � �  %��� ��� ���(�� ��%�� %�� �����  %����������2�;����E������ �������������
(������6��2� !���� 3��2��4�31�� ���������� ����������  �%��$�� �2�������� ���
���� O�;��(��������� (%�� ���2������ ��� �� ��6� ����2 ��������2���� !2��� ������
6���� �� �� ��;�� % � ����� ��� ����� ���%��� 6��2� �2�� �(�;��  ��%���� � ���� ����
 ���� �� ��2�������62��� �2�� ��5�� ����(��'4�6���� (��
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gets from the diversity of users and funders. I also tried to emphasize 
that Tor's security and sustainability comes from transparency — we want 
to explain exactly how it works to everybody, yet still remain secure.

He didn't seem to care much about the non-circumvention uses or users 
for Tor. Regarding our circumvention arms race plans, he said they seemed 
reasonable, but he really wanted us to learn from what the other members 
of GIFC have learned. I told him I'd already met Bill Xia in Oxford 
(Bill runs Dynaweb in North Carolina), but I'd love to meet with more 
of the technical people in their consortium, and to hear more details 
about how their tools work. Nothing has come of that yet; I just sent 
him a followup mail.

He thought the cutoff for getting really noticed by the Chinese government 
is around 100K users.

We concluded with a "yay more circumvention tools, the more the better" 
agreement.

-Roger

----- End forwarded message-------
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Rooer Dinaledine

Ken Berman: Kelly DeYoe: Sho Ho
(b)(6)

(FWD) Re: Debugging Tor In China 
Friday, September 25, 2009 6:00:04 AM

The second of three mails with some more technical details.

-Roger

...... Forwarded message from Roger Dingledine <|

From: Roger Dingledine <|
To: |_____________________
Subject: Re: Debugging Tor in China 
Delivery-Date: Thu, 24 Sep 2009 23:28:20 -0400

On Thu, Sep 24, 2009 at 06:23:48PM -0400, Roger Dingledine wrote:
> So the next step is to go through our bridge lists, and figure out how
> many of them are actually blocked from this Ubuntu box. Nick is working
> on some scripts to automate that testing.

Ok. Nick wrote up some magic scripts, and I ran them both on Comcast 
and in Beijing, both on the bridge list and on the public relay list.

Out of the 1538 Running public Tor relays, my Comcast found 1430 of them 
to be reachable. On the other hand, the China node found 240 of them to 
be reachable. My guess is that they took a snapshot of the directory a 
couple of days ago, and 15% of it has changed since then. Alas, while 
15% in a few days seems like a good trend, most of the fast and stable 
relays probably will keep the same (blocked) IP address over time.

Out of the 335 Running bridges, my Comcast found 321 to be reachable. 
China on the other hand found 208 of them to be reachable. So the good 
news is that 2/3 of our bridges are still unblocked.

Which leads to the next question: how did they block some but not 
others? Did they make a bunch of gmail accounts? Look at bridges.tp.o 
from a bunch of different network locations? Something else?

My early looks at our bridgedb logs (which bridges are in which buckets) 
show that the bridges you can get via http are mostly blocked, and 
the bridges you can get via gmail are not blocked. Perhaps they 
paid a lot of people to exhaustively fetch bridge addresses via 
https://bridaes.torproiect.ora/. and then thought they were done, 
without realizing that we split bridge addresses up so defeating one 
strategy doesn't mean you learn every bridge.

So what does this mean? Use bridges, and get them via gmail, and your 
Tor will work fine.

Well, not totally fine. Flere's another side effect we hadn't anticipated: 
you can't visit websites in China via Tor anymore, if the exit relay 
you pick is null-routed by GFW.

-Roger

----- End forwarded message-------
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Roger Dinaledine
(b)(6) Kelly DeYoe: Ken Berman

(FWD) Re: tor geoip stats
Friday, September 28, 2007 7:45:20 PM

Hi folks.

Here's my latest round of stat-gathering. Make of it what you will, or 
let me know if you want me to dig into a particular issue more deeply. :)

%�����

#######���&������ ��!!���� '���� ������ ����������� ()

������ ���*� +,� �� � +--.� /,�01�10�%-1--  
������ ������ ����������  
�	������� ���� ���� ���� � !���!

2���� ���� !���� 3���� ��	��� !���!� ��� �	���������� 	!���#����� ���������!� '��  
��&����� ������!�  ��4� ���������� ������!� ��3�� �������*� !��&�5��� �������� �  
��''������ !�� ��� !�6�� 7� ��� �	�!!��!� �� !�������� ������� !�� ��� ����� ��'���#  
���&����� �� !�� ��� �'� 8,0+,� ������!� ��� +1� ��	�!� !���!� �� ���� ������� ����  
���� ����	���� !�� ��� �'� 0+-0/*� ��5!� �������� !��� �'����!� �� ��!���!� �	��  
���&��� ��� ���� !�6�� �'����� �3���������� 	!��� ����	����#� 9� � �!� ������ ����  
	!�� ��� ������ ���  �����	���� ��!� ������	��� ��� ������!�*� ���	��*� ���� ����  
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;�� ��!�� !��� ���� ������ �'� /0+� ��	�����!� �� ��!�����*� ��� ����� ��� /+8� ��  
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!����� ���� ���� � ��� 9� 	!��� �!�5�� ����� &���� ����� ��	�����!#
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Let me know if you have questions.

Sep 28 17:09:35.946 [notice] 58328 Total
Sep 28 17:09:35.946 [notice] 12208 US (20.930%)
Sep 28 17:09:35.946 [notice] 11107 CN (19.042%)
Sep 28 17:09:35.946 [notice] 10650 DE (18.259%)
Sep 28 17:09:35.946 [notice] 2163 IT (3.708%)
Sep 28 17:09:35.946 [notice] 2158 FR (3.700%)
Sep 28 17:09:35.946 [notice] 1850 GB (3.172%)
Sep 28 17:09:35.946 [notice] 1339 JP (2.296%)
Sep 28 17:09:35.946 [notice] 1279 PL (2.193%)
Sep 28 17:09:35.946 [notice] 1103 CA (1.891%)
Sep 28 17:09:35.946 [notice] 895 ES (1.534%)
Sep 28 17:09:35.946 [notice] 778 AU (1.334%)
Sep 28 17:09:35.946 [notice] 762 RU (1.306%)
Sep 28 17:09:35.946 [notice] 761 BR (1.305%)
Sep 28 17:09:35.946 [notice] 701 SE (1.202%)
Sep 28 17:09:35.946 [notice] 654 AT (1.121%)
Sep 28 17:09:35.946 [notice] 627 NL (1.075%)
Sep 28 17:09:35.946 [notice] 583 Unknown (1.000%) (mostly Africa) 
Sep 28 17:09:35.947 [notice] 506 CH (0.868%)
Sep 28 17:09:35.947 [notice] 468 TW (0.802%)
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386 NO (0.662%) 
375 IR (0.643%) 
328 TR (0.562%) 
324 BE (0.555%) 
316 MX (0.542%) 
308 FI (0.528%) 
294 TH (0.504%) 
292 DK (0.501%) 
290 CZ (0.497%) 
275 AR (0.471%) 
255 RO (0.437%) 
255 IN (0.437%) 
245 IL (0.420%) 
237 SG (0.406%) 
225 PT (0.386%) 
210 MY (0.360%) 
203 HK (0.348%) 
168 UA (0.288%) 
167 HU (0.286%) 
165 GR (0.283%) 
139 CL (0.238%) 
130 SA (0.223%) 
130 VN (0.223%) 
130 PH (0.223%) 
121 NZ (0.207%) 
112 IE (0.192%) 
106 SK (0.182%) 
97 BG (0.166%) 
88 SI (0.151%) 
84 LT (0.144%) 
81 CO (0.139%) 
80 VE (0.137%) 
74 CS (0.127%) 
73 HR (0.125%) 
65 KR (0.111%) 
58 ID (0.099%) 
53 PE (0.091%) 
47 BY (0.081%) 
43 EE (0.074%) 
39 KW (0.067%) 
37 LV (0.063%) 
37 PK (0.063%) 
36 QA (0.062%) 
31 LU (0.053%) 
31 CR (0.053%) 
23 UY (0.039%) 
23 MD (0.039%) 
22 GT (0.038%) 
22 AE (0.038%) 
21 RS (0.036%) 
20 SV (0.034%) 
19 PR (0.033%) 
18 DO (0.031%) 
18 JO (0.031%) 
17 CY (0.029%) 
15 MT (0.026%) 
14 EC (0.024%) 
12 PY (0.021%) 
12 MK (0.021%) 
11 UZ (0.019%)
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Andrew Lewman 
Roger Dinoledine 
Current Tor Traffic from Iran 
Tuesday, March 12, 2013 11:30:23 AM

Hi Andrew, Roger,

Can I ask both of you a HUGE favor? can you please send me the current Tor traffic report today? 
Since Kelly is on sick leave today, my boss wants to find out Current Tor traffic from Iran after the IRIB 
implemented their VPN negating hardware.

Thanks a million!

-Sho
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Roger Dinaledine 

���� >�����
?����&� I�&����� Kelly DeYoe: Sho Ho 
DARPA contact
Tuesday, July 06, 2010 12:29:44 PM

Hi Ken,

Have you met Drew Dean from DARPA yet? I f  not, I should do an 
introduction.

—Roger
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����� Roger Dinaledine

��� Jed Crandall
��� Ken Berman: Kellv DeYoe: Sho Ho
�	������ Detecting keywords filtered by GFW

����� Tuesday, October 20, 2009 6:56:04 PM

Hi Jed, Ken/Kelly/Sho,

Here's an introduction. Jed is working on automated machine learning 
techniques to come up with keywords that are "likely" to be filtered, 
so you can come up with a list of filtered keywords much faster than 
just by walking through a dictionary.

Ken et al are looking for better ways to get the Voice of America 
website to people all around the world, including people in China.

So Jed, next time you're in the DC area, consider dropping by their 
office to teach them more about what you're up to. (It's not clear that 
it will be immediately useful for them, but giving them a sense of what 
options might be on the horizon could come in handy down the road.)

-Roger
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Andrew Lewman
i; Kelly DeYoe

Egypt, Satellite, BGAN, thoughts 
Monday, January 31, 2011 5:27:40 PM

Hello Kelly and Ken,

I'm sure you are aware of the situation in Egypt all too well. I'll 
keep this short. The last ISP in Egypt, Noor, has just gone offline. 
Activists are telling us that landlines are going down too.

Do you have any experience, or spare equipment, with Tor over 
BGAN/S ate Hite?

Thanks!

Andrew
pgp 0x74ED336B
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Roger Dinaledine

felly PqYm

� Hiu Ho
First draft of blocking-resistance design 
Monday, November 20, 2006 8:17:03 AM

Hi Kelly, Ken, Hiu,

Take a look at
http://tor.eff.org/svn/trunk/doc/design-paper/blockinq.pdf
for our first draft on how to adapt Tor to have a blocking-resistance
component.

Please don't publicize it widely yet (we want to go through a few more 
iterations first). Comments and thoughts appreciated — on which parts 
don't make sense and need more explanation, on which parts claim wrong 
things or make bad assumptions, on which parts need better solutions, 
etc.

Should we bring Bennett back in at this point?

A roadmap for howto start building-and-deploying this in 2007 will 
follow soon, hopefully sometime this week.

Thanks!
-Roger

http://tor.eff.org/svn/trunk/doc/design-paper/blockinq.pdf
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Roger Dinaledine
Ken Berman

Followup from last week"s meeting 
Tuesday, September 23, 2008 9:40:37 PM

Hi folks,

Hope everything is going well with you. Great to see you last week.

Let me know if you have any questions or comments about the roadmap, 
when you get around to looking at it.

Also, give me a holler when you want me to show up again in person. I'm 
not so far away, it turns out.

I mailed Ali, and will hopefully connect with Jeremiah.

iFree is in fact focusing on Saudi Arabia as one of its first six 
countries.

I have a note here that Ken wanted me to meet "James Mulvenon", from 
CIRA.

Thanks,
—Roger
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-----B E G IN  P G P  S IG N E D  M E S S A G E

Hash: S H A 1

D e a r  K e n ,

H o p e  a l l  is  w e ll!

W e  ha ve  b e en  w o rk in g  o n  in t r o d u c in g  th e  T o r  p ro je c t to  th e  Ir a n ia n  

use rs fo r  the  past 6 m on ths . A s  a re s u lt  o f  o u r  e ffo rts  a n d  o the rs  

in c lu d in g  V O A ...

Ir a n  has b e co m e  th e  3 rd  la rg e s t u se r o f  T o r  a n d  i t ’s g ro w in g  b y  th e y  day: 

h ttps://m etr ics .to rp ro jec t.o rg/use rs .h tm l?  g ra ph= d ire c t-u se rs& s ta rt= 2 0 11-01 -09& end= 2011 - 

0 9 -0 7 & co un try= ir& dp i= 7 2 # d ire c t-u se rs

W e  are a s m a ll team  w it h  l im it e d  f u n d in g  a n d  re sou rces , w h e n  V O A  d id  a 

s p e c ia l p ro g ra m  o n  T o r, o u r  sup p o rt  l in e s

w as f lo o d e d  w it h  e m a ils  and  que s t io n s .

Ir a n  a n d  th e  T o r  P ro je c t as a w h o le  is  in  n eed  o f  a h e lp  desk. T h e re  

are m o s t ly  v o lu n te e rs  a n d  a few  p a id  s ta f f  a v a ila b le  to r e p ly  to  these  

q u e s t io n s  a n d  h e lp  p e o p le  co n n ec t p ro p e r ly .

T h e  rea so n  I  w ro te  t h is  e m a il,  is  because  I  am  v e ry  w e ll aw are th a t i f  

th e re  is  a ny  ho p e  fo r  the  p e o p le  o f  Ira n , these  la s t l in e s  o f  

c o m m u n ic a t io n  m us t stay open. T h is  is  a an  o p p o r tu n ity  to  do  so m e th in g  

g rea t he re . I f  y o u  k n o w  anyo ne  in te re s te d  in  h e lp in g  in  a ny  shape , 

p le a s e  re fe r  th em  to us.

A l l  th e  best,

S iN A

O n  02/22/2011 01:16 P M , K e n  B e rm a n  wrote:

https://metrics.torproject.org/users.html?_graph=direct-users&start=2011-01_-09&end=2011_-09-07&country=ir&dpi=72%23direct-users
https://metrics.torproject.org/users.html?_graph=direct-users&start=2011-01_-09&end=2011_-09-07&country=ir&dpi=72%23direct-users
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C om m ent: U s in g  G n u P G  w it h  M o z i l la  - h ttp ://en igm a il.m ozdev .o rg /

iQ Ic B A E B A g A G B Q J O Z 6 u jA A o J E J P B w X Y L R 9 V t fO IP / jZ S C h / E 5 T ic tA 3 2 z iO ty e s o

P x K ly k p z J IJ m x H O A k r+ M iy T p S q B lA y W z B X 4 0 9 + n W V c te L M 2 J P N rv X 9 B ld B p N e s K G

q b / g w C X c o U b Y / Z G M n 9 8 0 e q iB n i9 Q e A U x T W W IB C y d 8 i7 a C jA lT v u 9 + n U h q M 4 1 Y 8 c u

A G W 7 x O D S K A E R t j2 e iiO u v w m W q e a c L T a + M js z Q 4 p d fX P R Z v 2 H N y h W F m C U M s N 7 x v q t

s R I9 d X lI lJ G 9 m tu q 6 B Z 2 R G 6 M m y c v m R h 4 6 / h Iy M 5 K A / rk 6 q K 6 1 / 6 V y p a 0 C V N 6 is M y

k b h A Y B D / U z O K u X 9 H m 3 L C 2 s m m W  17 R s z p N h X tW X k X I/ rE J H 9 rM a q E o Q w C O b w u 6 + D a R
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����� Ken Berman
��� Andrew Lewman; Roger Dinaledine
��� Kelly DeYoe: Sho Ho
�	������ FW: Solicitation
����� Monday, June 06, 2011 8:40:06 AM

https://www.fbo.gov/index?
S=opportunitv&mode=form&id=34602c22a64alfeal09c520936ccf000&tab=core& cview=0

https://www.fbo.gov/index
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I met the Smartfilter CTO; any questions tor mm ( 
Tuesday, October 16, 2007 3:19:35 AM

Roger Dinaledine
dmitri vitaliev: Chris Walker: ; Ken Berman: Cor

Hello diverse group of friends,

At the MIT Emtech conference a few weeks ago, I met a very nice man 
named Paul Q. Judge, who is the CTO for Secure Computing, Inc — the 
company that makes Smartfilter. Paul worked at a startup on encrypting 
email in a usable way, and his company got bought by Secure Computing 
a few years ago. Now he is CTO over such groups as Smartfilter.

Either he's an extremely good actor, or he really is unaware of how the 
rest of the (at least our) world views Smartfilter.

He lives in Atlanta, and I periodically visit my parents there. I plan to 
go to dinner with him in December and see if I can find any weaknesses 
we can exploit. :) Alas, it's way more complex than that -  even if 
Smartfilter backed off, Websense would eagerly jump into the void.

But it's worth continuing to talk -  once we got talking in depth, he 
speculated that Smartfilter and Websense were our only real adversaries, 
since companies like Cisco don't have 100+ person R&D teams working on 
blocking patterns. One hope would be to find a way to make the arms 
race diverge, so blocking-by-companies and blocking-by-governments 
have different incentives and different requirements -  if American 
corporations don't find it worthwhile to pursue the arms race against 
blocking Tor, some of Smartfilter's motivation to pursue the arms race 
disappears (Saudi Arabia et al are a small fraction of their customers).

In any case, I figured that some of you might want the chance to chat 
with him too. I don't want to overload him with fanatics, but I'd be 
happy to introduce you one at a time over the next while. Let me know 
if you're interested.

—Roger
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IBB Network meeting
Monday, April 06, 2009 11:08:44 PM

Hello Ken and Kelly,

Roger and I are going to be in town early April 27-29 to meet with the 
DOJ and some other organizations. Would the 27th or 29th be good days 
to stop by and talk to your network person (Sami?) about his ideas 
regarding Tor?

Andrew Lewman 
The Tor Project 
pqp 0x31B0974B

Website: https:/ /torproject.org/ 
Blog: https://bloq.torproject.org/ 
Identica/Twitter: torproject

https://bloq.torproject.org/
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http://freehaven.net/~arma/vidalia-bridQe-screenshot.png


We implemented another step in making bridge authorities actually useful.
Now Tor clients can configure themselves to bootstrap by getting bridge 
descriptor updates only from the bridge authority:

From the 0.2.0.7-alpha ChangeLog:
- Make "UpdateBridgesFromAuthority" torrc option work: when bridge 

users configure that and specify a bridge with an identity 
fingerprint, now they will lookup the bridge descriptor at the 
default bridge authority via a one-hop tunnel, but once circuits 
are established they will switch to a three-hop tunnel for later 
connections to the bridge authority. Bugfix in 0.2.0.3-alpha.

The next step (scheduled for October) is to let bridge authorities 
write out a list of descriptors that are annotated by "purpose", so we can 
distinguish bridge descriptors from ordinary Tor server descriptors. Then 
we can start giving out these bridge descriptors using the variety of 
distribution methods described in the blocking.pdf document.

C.2.5. Hide Tor's network signature.

Began work on a draft strategy for making ourTLS handshake look more 
normal. Early draft at
http://www.cl.cam.ac.uk/~sim217/volatile/auest/xxx-tls-normalization.txt

C.2.6. Design a better cell-based protocol for people with poor network 
connectivity, (the follow-up mails refine this to "produce a design for 
fetching fewer descriptors")

We continued to make progress on the "v3" directory 
voting protocol. The Tor 0.2.0.7-alpha release sets up 
morial and tor26 as the first v3 directory authorities. See
https://tor.eff.org/svn/trunk/doc/spec/dir-spec.txt for details on the 
new directory design.

We also completed the last step in separating the "bandwidth usage 
reporting" lines out of the normal router descriptor format. All Tor 
servers running 0.2.0.7-alpha and later will omit these bandwidth lines 
and only publish them in a separate "extra info" descriptor. This will 
shrink ordinary router descriptors by as much as 60%. 
https://tor.eff.org/svn/trunk/doc/spec/proposals/104-short-descriptors.txt

//C.2.7. Let the Tor network scale better.

//C.2.8. Identify tasks IBB can help with.

//C.2.9. Monitor and coordinate work performed by IBB, and integrate into Tor. 

C.2.10. Grow the Tor network and user base.

Roger Dingledine presented on a panel at the MIT Technology Review 
conference (Sept 27). We also met a variety of other interested attendees, 
including a business person from Intel, the CTO of Secure Computing 
(the company that sells Smartfilter), and a fellow who works with CIA 
and State Dept and is working on human rights.

We also started moving closer to switching to the torproject.org 
domain. This move will let us put much more detailed documentation and 
guides on our website, since the pages will no longer need to be vetted 
by EFF folks first.

http://www.cl.cam.ac.uk/~sim217/volatile/auest/xxx-tls-normalization.txt
https://tor.eff.org/svn/trunk/doc/spec/dir-spec.txt
https://tor.eff.org/svn/trunk/doc/spec/proposals/104-short-descriptors.txt


C.2.11. Preconfigured privacy (circumvention) bundles for USB or LiveCD.

The new Incognito 20070824.1 LiveCD (released on Sep 5) upgrades to 
Tor 0.1.2.17, adds a bunch of new software plus configurations, and 
fixes a variety of bugs.

The new Incognito 20070824.2 LiveCD (released on Sep 29) allows Incognito 
to be run in a virtual PC via qemu (qemu is like vmware but free), so 
ordinary Windows users can launch Incognito in a virtual window. It 
also includes the new version of Vidalia, a variety of upgrades, and is 
more tolerant of old and unusual hardware.

Additional news:

Steven Murdoch joined us starting this month.

Tor adventure in the news:
Storm botnet:
http://www.boinaboinq.net/2007/09/06/beware-wolf-dressed.html
http://www.links.org/?p=251

Embassy password story:
http://www.pcworld.com/article/id, 137004-page, 1/article.html

http://www.boinaboinq.net/2007/09/06/beware-wolf-dressed.html
http://www.links.org/?p=251
http://www.pcworld.com/article/id,_137004-page,_1/article.html
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hidden service rendezvous and interaction faster, with the goal of making 
it easier to set up and advertise a hidden service even for short periods 
of time; it will allow us to bring Karsten Loesing on quarter-time from 
mid-May to January so we can work harder in this direction.

The additions of Jacob, Matt, Peter, and Karsten will move Tor from 3 ]
FTE developers to 5 FTE developers.

We gave $5k to the research group of Ian Goldberg, a professor at 
Waterloo in Canada, to fund his graduate student to work on a UDP design 
for Tor. Our funding was matched 4x by MITACS, a Canadian research 
organization similar to NSF.

And that's not all! Google is funding seven students to work on Tor 
projects over the summer as part of the "Google Summer of Code": 
https://blog.torproiect.ora/bloa/conorats-2008-aooQle-summer-code-students%21

C.2.1. Design, develop, and implement enhancements that make Tor a better 
tool for users in censored countries.

We continued enhancements to the Chinese and Russian Tor website 
translations.

We did a complete overhaul of the https://check.torproiect.ora/ 
page. Now it accepts a language choice, 
e.g. https://check.torproiect.org/?lana=fa-IR 
Available languages are German, English, Spanish, Italian, Farsi,
Japanese, Polish, Portugese, Russian, and Chinese. The Tor Browser 
Bundle automatically uses the appropriate language as its home page, 
based on which language of the Browser Bundle was downloaded.

Started on a documentation page to explain to users what bridges are, 
how they can decide whether they need one, and how to configure their 
Tor client to use them: 
https://www.torproiect.org/bridges.html

C.2.2. Architecture and technical design docs for Tor enhancements 
related to blocking-resistance.

We've started working on a design proposal for letting the v3 directory 
authorities produce a consensus networkstatus even when they disagree 
about who is a valid authority. As we add more v3 authorities, it becomes 
more and more of a hassle to coordinate getting a majority of authorities 
to upgrade immediately.
httDs://www.torDroiect.ora/svn/trunk/doc/spec/proposals/134-robust-votina.txt

We've also started working on a design proposal for making it easier 
to set up a private or testing Tor network. With the advent of the v3 
directory protocol, it currently takes up to 30 minutes before a test 
network will produce a useful networkstatus consensus. Also, there are 
a dozen different config options that need to be set correctly for 
a Tor network running on a single IP address to not trigger various 
security defenses. This approach should let more people set up their 
own Tor networks, either for testing or because they can't reach the 
main Tor network.
httD5;//www.torDroiect.ora/svn/trunk/doc/spec/proposals/135-private-tor-networks.txt

We have the beginnings of a grand plan for how to successfully scale 
the Tor network to orders of magnitude more relays than we have 
currently. Much more work and thinking remain.
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We're making progress on integrating a UPnP library into Vidalia. This 
feature will allow users who want to set up a Tor relay but don't want 
to muck with manual port forwarding on their router/firewall to just 
click a button and have Vidalia interact with their router/firewall 
automatically. This approach won't work in all cases, but it should work 
in at least some. We hope to land the first version of this in May.

Steven Murdoch and Robert Watson worked towards a final version of 
their PETS 2008 paper called "Metrics for Security and Performance in 
Low-Latency Anonymity Systems." The final version will be available in 
May at:
http://www.cl.cam.ac.uk/~sim217/paDers/Dets08metrics.Ddf 

C.2.14. Incentives work.

Mike Perry found a major flaw in our earlier "gold star" incentives 
design: by passing the priority of the client along the entire circuit, 
we let the exit node correlate the times of certain actions with whether 
certain relays are on-line at those times. Over time, an attacker can 
learn which relays are often online when target actions happen. One 
approach to address this would be to give out e-cash digital coins for 
good service, and then these coins can be used later even when the relay 
isn't online. Many issues remain before this alternate design can be 
considered better, though.

C.2.15. More reliable (e.g. split) download mechanism.

So far there appear to be no free-software zip splitters that work 
on Windows and produce self-contained exe files for automatically 
reconstructing the file. Rather than using a closed-source shareware 
application (as it seems a shame to put a trust gap in our build process 
when we don't need to), the current plan is to write some instructions 
for users to fetch the 7zip program, and then fetch a set of blocks, 
and run a batch file to reconstruct them. We're in the process of trying 
to learn how large the blocks can be — preliminary guess is 2MB.

We also started exploring whether we can mail the entire Tor Browser 
Bundle exe as a gmail attachment. The answer appears to be yes, but 
we need to zip it first so gmail doesn't complain about an executable 
attachment. In May we're hoping to set up an email autoresponder to see 
if the users consider this approach practical also.

C.2.16. Footprints from Tor Browser Bundle.

No work on this item yet. We're planning to get to it in June.

C.2.17. Translation work, ultimately a browser-based approach.

We have a first draft of a translation portal up here: 
https://www.torproiect.orQ/translation-portal

The Vidalia GUI now has (manual) translation instructions:
http://trac.vidalia-proiect.net/wiki/Translations

We've registered the Vidalia project on "LaunchPad", which is a 
web-based translation site that is compatible with Vidalia's string 
format:
httPs://translations.launchpad.net/vidalia/trunk/+pots/vidalia 
We're currently working to try to upload our current translations into 
the LaunchPad interface.

http://www.cl.cam.ac.uk/~sim217/paDers/Dets08metrics.Ddf
https://www.torproiect.orQ/translation-portal
http://trac.vidalia-proiect.net/wiki/Translations
httPs://translations.launchpad.net/vidalia/trunk/+pots/vidalia
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������ Andrew Lewman

���� Kelly DeYoe: Kellev Misata
�	������� Introductions
������ Wednesday, January 16, 2013 1:48:47 PM

Hello Kelly and Kelley,

Please consider this an introduction to one another.

Kelly,

Meet Kelley. She's our new marketing and communications person working 
to improve Tor's image in the world. She's been hacking away on our 
soon-to-be-released Annual Report. She has tons of tech company 
experience and is full of ideas for Tor's future.

Kelley,

Meet Kelly. Kelly is responsible for a huge number of tech projects at 
BBG. He's been a consistent ally and funder of Tor since 2006.

I'll let you two take it from here.

Thanks!

Andrew
http://tDQ.is/contact 
pgp 0x6B4D6475

http://tDQ.is/contact
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Andrew Lewman 

���� >�����
Invitation to attend Hill briefing on BBG Internet Anti-Censorship program 
Friday, July 01, 2011 4:27:33 PM

Andrew, on behalf of Ken, I'd like to invite you to participate in a 
briefing here on Capitol Hill in Washington DC on Wednesday July 20th 
and Thursday July 21st. We will be briefing staffers from both the 
Senate and House of Representatives, as well as the National Security 
Council, on the BBG Internet Anti-Censorship program, and would like to 
offer you the opportunity to discuss the role Tor plays in the success 
of our program as well as provide a demonstration.

Details are still being worked out, and we will provide additional 
information once things start to come together, but would appreciate a 
response as to whether you'll be able to attend as soon as possible.

Thanks.

Kelly
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Roger Dinaledine 

Kelly DeYoe 

���� >�����
List of some Tor projects 
Tuesday, August 22, 2006 5:49:13 PM

Hi Kelly, Ken,

Here's the list of potential Tor projects I talked about. I wrote it 
in June, so it could use a bit of updating, but pretty much all of the 
topics are still outstanding and could really use some attention. Let 
me know if you want elaboration on any of them, and we'll go from there.

On first glance through them, I would say that the 70k would have us 
start work on your favorites out of A, C, D, E, F, G, and J. Then the 
120k extension would continue work on those plus maybe some of H, I, K, 
L. Of course, we won't be able to tackle every piece of each of these, 
even in the 2007 timeframe. But here is a lot of material to work with 
for the contract. :)

A) Reduce the bandwidth load from network-status and server descriptor 
updates. This is important because the bandwidth overhead from directory 
updates is quite high for ordinary users, and unbearably high for 
modem users — downloading a few extra megabytes per hour is crazy
for them. This is easy to do on first thought — we simply reduce the 
frequency of fetching updates. This is a fine stop-gap measure, but it 
is probably not smart as a real solution. The reason here is that when 
people are getting updates less frequently, they are more quickly and more 
easily partitioned. So what we want to do is find a way to decrease the 
update frequency while keeping them synchronized, either all together 
or in batches, without any coordination between them. I believe this 
can be done, but it will require some careful thought (i.e. research). 
Difficulty: Medium. Effectiveness: High.

B) Reduce the bandwidth load from cell overhead — all Tor cells are 512 
bytes, even if their payload isn't full. This would be challenging to do, 
since we need to make Tor servers understand multiple cell sizes, and
it might actually be a bad idea, since one day we plan to get security 
against end-to-end confirmation attacks and uniform cell size will play 
a key role. Also, since cells are typically full when we have a lot to 
say, I don't think this should be first in line.
Difficulty: High. Effectiveness: Low.

C) Pick good entry guard nodes. Dialup users are already in a better 
position, because they are already used to high latency. Since most 
of Tor's latency comes from inside the Tor network, it's conceivable 
that dialup users wouldn't see much slowdown at all. On the other hand, 
if they're connecting from Iran to Alaska as their first hop, they may 
have some problems. We need to investigate whether choosing the first 
hop from a constrained set (e.g. nearby geographically or network-wise) 
can improve things, and if so how much.
Difficulty: variable. Effectiveness: variable.

D) Blocking resistance. We have a scheme in mind that can be deployed 
in Iran and China to let them continue to reach the Tor network even

Thanks!
-Roger
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�������� ������������ ��� (��'2���� ��� ��5���� ��'2���%� ��2��� '��� 2����
�����;��  �'%����� ����� ��  ���(����6��'2���� (��2� ��� � ����2��!��� '��'%��T�
�2��� �(�%�� ���6�� ��4�� �  %������ � ��4�� 2�;���� (��2� �������� ��%������
!��T�!2��#:3� '�����'��6��� ���� �5������ �2� � �%� ������ O�'4�6��� ����
�5����� �%�� ��%������ � ���  2�6��2������'��1�� (�� ����� ��� �����  ��%����� �

"+�� !2��6�( ���� ��������������� ����'4�� :���� ����� �(�%���2� � ���� �2��
��2�� ���� 2���.GG��������&��G;��%�����[:� ���'2

"?�� !2�� ��%����8$��� � ����'4�

"B�� /�5���� ������'� �����'�� ���� ���� ������� '2�� �� �2����  �'%�����

"K�� ���%��� �%�� ������������� G ��������� ���6��4�4��6������

"@�� !��� �;��� D	��

/�� /�4�� 2������  ��;�'� � ����  %'4�� ��� ����� �� ��6� ������� ����  ��'�� ���� 6��
����� ��� ��;���� 2�6���� ����6��4 ���� ����;���2�� (�������'4 �� ��� '�%��� �� ��
���� �%�2����'������ ���� �%�2���$������ ���� L� ���;��% � O:"� '�����'��6������
�2��� (%������1��2�;�� �2�� ������ ���������� ���9� ���2�� � �� �%�%��� ���� 6�����
I������2���� ���E������ '��������6��� ���� % ��!������  ���%�� �� 2������  ��;�'��
������'2� �2����� 62�'2� 6�%��� ���� ������� ��������� ��� ����������2��� � �
'����'��(���6��2�%���;��� �2�� �2���� '������� �������� ��� 4��6�62���� �2�������

http://tor.eff.Org/volunteer%23Research
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Roger Dinoledine 

Kep-Bennaa
Shn Ho

Meet with Roger, Aug 24?
Tuesday, August 02, 2011 5:23:35 PM

Hi Ken et al,

I'm coming to DC Aug 23 to meet with a SAFER team. Are you around the 
day after for me to drop by and catch up on things?

If  the timing works I'll also plan to bring Chris Soghoian, an IU grad 
student who has done Tor-related research and now works with the FTC in 
the DC area trying to teach legislators about the Internet and technology 
in general. Hopefully it will be good that you two know about each other.

-Roger
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 �� ��� ������4��

3� (����;�� #�����(�� 62�'2� 6� � ������ (�%�2�� (��#������'�� 2��� �� ���������� �2��
�����6���� �������2�.

8�L�% ��� ��� I2���� W�'����'� �6��2� �� ����86����� ����� ��� ���%� ����� �2��
'������ ������ (������ ��(�  ����� �� � ��  %���� ��� (�� ��� �;������ 2���� 	#"�
% ���
8�O���������6��� � �2�� ���%� ����� �����Q�� �� '�������  ��;���
8�Q�  ��� � ��'4�� � (�'4����W��2�������  ������� ��� ������� � � ����2���'���� �����
��� !2� �� ��'4�� � ������� ���W�� � �2�� J�� ��� �J������ ��� ����W�  �� � �2��
'������ �����2�� (������ 6�(�  ����2�� ���%� ����

!2� ��������2�� �����  � ��2�� �%� ����.� �2��� ������ ��� �2�� ����� 6������ 6��� �
��� (�� �� '��'%�;������ ����� (%�� ��� �1��6���� ��� ��'%���2�� (���6���2�
����T� ���2� �2��!8���� �������2��� �2�� ��>��� (���6���2� 2��� � ��;���� �2��
'������ �����2�� (������  ����� � � 2������� (��Q�� �2�� '�������  ��;���� ���%�
 ����� ����� �� 6������ �� ���(%����2�� ��'����� � ���'��'%�;������� ���� � ��4�� ��
��� % �� � ��� I2���� ��4�� W�� (%���2��1 � ��  �������� ���(�����

!2���%� ����� ������ ���������6����6�%��� (�.� � ��2� � ������������'��(���� ���
�2�� �;�����2���#������'���'��� ���� (��'4���2��� ������� ����� % ���� ��T� 3��
 ��� � ��4�� �� ������� ������� ���� ���(;��% �� ������ 3��6�%��� (��6���2�
��'����������� ����� ��2��� ������� � ��4��!&:������� ����1������% � ��� �� ���� ���
������ ���%(���

!2��6�(�  ���� 2���.GG666� ���6�(�'��G ������� ���� 2�;�� (���� ���� (%���(��������
(��#������'��6��2� '������� ��� ��� ���6�� ���� � ����� �%��>% �� (�'�% ���2��1���
��� ������� ������ ���� ��� #�����(1 � ����%'� � ��� �1�� ����� �2��1�� ��;�� �6���
�2�� ������ ���������� .�
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http://www.safeweb.com/
http://www.peacefire.ora
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Bennett Haselton 

Keo-Bfirmaa; Simson Garfinkel:

�	������
�����

places to stay in D.C.?
Thursday, December 29, 2005 2:29:36 PM

I found a $200 round-trip flight from here to D.C. so I figured I could 
make it to the meeting as well — flying into BWI Jan 12th and out Jan 
14th. Is anybody else going to be staying in a hotel in D.C. the night of 
the 12th and 13th? I f  you are, we could split a room. Otherwise, are 
there any good, reasonably-priced places to stay that are convenient to 
IBB?

-Bennett

http://www.peacefire.org

http://www.peacefire.org
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Bennett Haselton
roaer dinaledine

are there any character sequences that identify TOR traffic? 
Thursday, December 15, 2005 4:25:39 PM

Are there any headers that are sent back and forth at the beginning if a 
TOR connection, that would uniquely identify the traffic as TOR traffic?

If  so, then that would make it easy for the Chinese to block it at their 
firewall, without even having to do anything hard like install the software 
over and over on multiple machines. They already have the capability to 
add strings to their firewall such that any traffic containing that string 
is blocked, as they have done for Falun Dafa /  Falun Gong etc.

One thing about the Circumventor is that the FITTPS certificates that it 
generates for each new node, are filled with random strings every time, so 
that there is no one fixed string that could be used to differentiate 
Circumventor traffic from any other type of FITTPS traffic.

-Bennett

http://www.peacefire.ora

http://www.peacefire.ora
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6��2� !����;��� �2�� ��5�������� 3�� �%���� ����������� ��%� ���������� ��(�����
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https://www.torproiect.orQ/


�����
���

���
�	������
�����
?���������!�

!�;�� 	�((��

���� .�F :�(� !2��� 
c��� ������ 	����.�N � � � "��'�

#/ #� �M�2�
I�O!:L�'�������'�� #����� +)8+-��+))@�

��������#�����(��� -K��+))@�K.K*.)A� �/�
	:L�!�LE�O	L��&I

!�� ���� '�� %����� �
L���'2��� � � �� '���� ��� �2�� ������� ���� ��5��6��4b �'�������'�� f� �����'�D � � ����2�� 3��������U� �%������
����� ����� ����� #����� +)� 8 � !2%� ����� #����� +-�� +))@� ��� �2�� 0����� :����'�� ��� :� ����� �!2�� ���4����
�2�� �� '%  ����  ���� � � ��� ��� ���;��% � ������ (���6�� ���� �� '���� �����%�2�;�� ���%(��� �������� ����

���� �2� �� 62�� 6���� (�� 2���� ��� ������ :�'2��� 2� �������$��� �� ��82� �� ������� ���2������ �����2�� -*�2� � ���
������� ���� �������������� ���� ��  �'���� ����������� ���� 62��6� 2� ��� �����'������ ��� ����� ���� �;������

3� ���4����6���� ��� �������� �;������� ��5��6��4�

	�((��

������ !���� 	�((��
������ !%� ����� #�����(��� -+�� +))@� --.B?�L/�
�	������� I�O!:L� '�������'��#����� +)8+-�� +))@

#�����(��� -+�� +))@

!�� ���� '�������'�� '�� %����� .
!2�� 6�( ���� �����2�� %�'������ '�������'�� L@!������� :!�!� �'����� 9�������M� �#����� +)8+-�� +))@�� � � ��6�
%�� ���� �%������� &�� �2� �  ����� ��%� 6���� ����� �2�� 4��� �%� ���� � ���� �2�� '�������'��� ������$��� ��� ��
�� '%  ���� (������ 62�'2� 6�� 6�%��� ��4�� ��%���� �����'������ ��� ������ ����2�� �;����� ��%� 6���� �� �� ����� (�� � ���
���8��;�������� �������� �� ��� �������� ����� (�'4���%��� ����'�� �� ���� 2����� ������������

!2��6�( ���� � � ��� 2���.GG666� �������%�����
3� ��� ��� '������%��#%���� ���������� 6���� (�� '������� ��%���������� ��;�� ��%� �� % ��� 3	� ���� ��  6����

3�� ��������� ��� �����'�������� ��� �2�� �� '%  ���� (����� ���� (��2� �2�� '�������'�� �%� ���� � ���� �2�� ����'�� �
 �'������ ���� �� ����� ����� ��� '���� ��� ������ ��� 6��2� ���������� � ��%������ 2�;�� (���� ��������� ��������%�2�;��
����'�� � ��%������6�%��� (�� 2����%�� ��� �2�� ���%��� 3� 6����  ����2����2��� ���� ������ ����2��  ����

L������ 3� ���4����6���� ���  ������ �;������� ��� �2�� +)�2�

	�((��

���������	��������� ��	��
����� ������� ������ ��� ��!""�
�#���� ����$�����"%

http://www.strataroup.org


Ken Berman�����
���� Andrew Lewman: Roger Dinaledine

���� Kelly DeYoe: Sho Ho
�	������� CFO sign off
������ Wednesday, May 05, 2010 8:50:00 AM

Andrew - the Agency Chief Financial Officer has signed off on the renewal package and it is with 

Contracts fo r execution.

Ken

Please c o ns id e r the  e n v iro n m e n t b e fo re  p r in t in g  th is  e -m a il
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3�� �2�� �� ��6�1;�� ���������� �2����� (��� ���(���� 6��2� �2�� '��'%�;�������
��'2���%� � � ��2����2�������� ���'2� �2� �� % �� �62�� ��4�� �2�� ����������
'��'%�;�����2�� ����6���� 9��2��� ���1�� ���'2� �2�� J����2���'�I2��� �J�� �;���
�2�� '��'%�;������� ���2�� � �2���2�;�� 2��� ������ �%�(��� ���% �� �� 2�;�� ���'2���
 ����6� ������� '�������� ��� �2�� ���%������� � � �� 62����� �2����2�� I2��� �� ���1��
�;��� '�� ����� ���6���2��2�� ���������� (��'4��2���

31��6�������� �(�%��6�������  ����  ����� ��4���������� �2���6�� '�%��� �� ���(%���
��� I2����� ���� �2��� %�;���� ���  ���� ������ ��� �2�� �%�%��� �2��� ��� '��������� ��
 �'��������%����2���'�%��� (�� % ��� ��� '��'%�;�����2�� ����6����� (%��6��2���
'�� ������� �2���6������� �%���6�� J4������ ���J� ���2�� (�� �� (�������� (���
%������4����

�%��'�� �������� ���������;��� �2��� ���6�� '����'���� '�������62�'2� ��4� ���
���%���� �8����� ��������� ��(� (��6 ���� :##� ��6 �������� ����� 2������ ���������
���62���;���� ���� � 4� �2��� �(�%����4���� �� I2��� �� ;�� ���� �2��� ���� �����2� �
'��'%�;������� �%�'���������� (%���� ����� ���� (%��2� ��2�� '���(���������
�� ����� '������� ����2�� % �� � ��� �� ���'��62���� ��;���� �����8��4�� '�������
6�%��� ��������� ��� 8 �  ���2����;��� �2�� J����2���'� I2��� �J�6�%���  ���
��T� L��� �2��� ����2��� '��'4����;��6� ������ �2����'����'����� � � ��%����
�2��%�2� �%��'��'%�;�������  � ���T

!2� � '�%��� (���4� % � �%������2�� ����� ������������'2���� ����2�� '��;������� ����
��;�� % � ��6��������2�� '��'%�;������� ���� ��� ���'2� �2��1����2���'� I2��� �1R

#%��� �� �2�� ����%���2���� ����� ��� ������5�I2���� 6���� ���  2�6��� ������'� ��6 �
������ 2� ���� ��� �2�� D�#���6��2� ����'%�% ���6 � ��� I2��� �� ��2������ �1��
������� �2�� I2��� ����;��������� ��� ��� ����� ��� ���� #�� ������� ����% �� �
��6������ ���� �� ����� �2�� ������5�(��6 ���� !2���  %��������2�� I2��� �� ��6 �
�����  ���� ��� �������� ��6 � ��� I2��� �� �2����2�� I2��� �� ��;�������� ��� �1��
��4��� (%����� �%��2��� ��;� ��������� ����%�� � �%���2����2��6��� ������5����� �
�2�� ����%���2���� �������2�� ����� � � ������� �2��%�2� �%��'��'%�;�������
�����'���� ���� �2�� '�� �� � '��1�� (��'4� ���

!2�� ������ ���� �����2� � �%��� �� 6�%��� (�.
8����� 62���� ���6�%��� (�� %��(��% �;�� ���� ����S�L8'���������� '������� ��� (��
�2�� ��� ���2���� �2�� % ���  �� �8 � �����5������� �� (��6 ���2���� ����������2� ��
J!����� ��� L&"RJ� ���8%� � �2���'���� %�� ��'2� ����� ��%� �%�� L&"�3� �����
/�  ������
8����� 62���� �2�� I2��� �� '������ (��'4��2�� �����'������ �� ���� ��'�� �2���
�����$��62���6�1��� ������� �����5������� ����2� �6���� (%��������� �� '2���
�������� ��4�� ��2��� /�  ������� ��'�� �2�� I2��� �����%���� ��� �%��� �2���'�%���
>% �� (��'4��2�� '2���  ��;�� �� ������� 6�%���  ���� �%�������2�� '2��� ��������
62����2��� �����$��� ���6� � ��� �������6��4����� ���� ��(���� 6�%���  ��� �%���� �

I�%��� �2� � (��  ����2����6���2� �%� ���� �����2���6��2� �%����2��� ������ T� ���
'�%��� ��� ������� �%��62��� �����'����� � �����2�� �� �� ���%���� ��� � ��� I2����
����� ���2�� �� 62���� �2�������� ����'���'�� � ��� �2����2���� � � �������� ����
I2��� �� �����'������ ��� ����� �� �����'%���� ����� 9� ����� ���� �2���� I2��� ��
�����  2������ ��� ��� ���� 3� '�%��� ���� ���'2���� �%�����  ���� ����2�� '������� �
��� �%� �����
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������ Ken Berman

�	������� [Fwd: Tor schneir]
������ Friday, March 02, 2007 1:53:56 PM

I hear there was a man in the middle vulnerabilty identified on Tor last week; 
anyone have the details? Kenb

--------- Original Message............
Subject:Tor schneir

Date:Fri, 02 Mar 2007 18:31:08 +0000 
�����D

(GMT)

Tor schneir
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���� ���� ��������0�%������ �����8	������� ������ ����������
�	������� �������2�� ����!&:� ���% �� ���8�� '�;���(��� ���%������ ���� 
������ !%� ����� 	�'��(��� -?��+))K�K.)*.?@� �/

������ �������� 0� �����

0���1 ���  �������� '�������� ���2�6�� �����%� 2��� �%������� ���%������
'����'���� ���� '��'%�;������� ���� � �%� ���� ���I2����� ��%� '�%��� % ���2��
���� � ��� 4���� ���'4� �����'2� ��2���� 6��2�%������6���� ��� ����'4������ �5������
6��4��  � � ��� �2��  � ���� ���(����� �2��� ��� �� '�;��� ���� � �2����2�������1��
��������4��6� �(�%�.

�:&�"�/.
3� ���%� ���� ��� I2���� ���� ��%�6���� ��� �''�  � (��'4��� ��(�  ��� �� ��%� '�%��� � 4�
���� ��� ����� ������ � �%� ���� ���I2���� ��� �� ����� �� '��;��������� I��'%�;������
�������� ����� ���'���������� �2���6�%��� ���� ��%� �''�  � (��'4���  ��� �� !2��
���(���� � ��2��� ������� ��� ����� I��'%�;����� � '2���� � 3�� �����  �� ��%� 2�;��
��� �%�������� 6���� ���������� �%���2�� ��6�D:"�� ���� �������� ���� ����2��
I��'%�;����� � ���� ������� ��� ���� ��;��� �������� ��%�6�%��� 2�;��������� ��'2�
D:"� (�������� ���� ��������� ����� �� 6��4���� ����� ��� ������� ����� ���
�����;��������� �2� �  � ����

E&L"#.
8�!2��  � ����  2�%��� ���� ����6� �� % ��� ��� I2���� 62�� � � ���������� ����������2��
I2��� �� '�� �� �� ��� �� '�;��� �� ������ �%�(��� ��� ���� � (�� '����'����� ��� �2��
 � ���� �������� �����2� ��������
8�!2��  � ����  2�%��� ��������6�  ������� �%� ���� I2����� 62�� � � ���������� ������
����2�� I2��� �� '�� �� �� ��� �� ����� �� ����� ���� % �� ������ �� '�;��� �� ������
�%�(��� �����2��� ���� �

O&O8E&L"#.
8�!2��  � ���� �  %�� � �2�����% ���J��(J� ��� I2���� 2� ���6������ � ��(�� 2�
�������� '����'��6��2� �6�� �������� ������� �%� ���� I2���� 62��'��� �� ����� ���� �
���� �2��� ��;�� �2� �� ����� ��'����� � ��� ��(�
8�3����(�4��6 � �(�%��O� ���� � �%� ���� ���I2���� ���� ���� ����2� �� ���� � ��� �
7�����������7� ��������� �2� �  ��%����� ��� � ���� ���;���� ��� �%��������6�������
��(���� ����� �� �����'������������ ��(�6�%��� 2�;�� ��� ��� �2�� J(��� ����J�6��4�
������ ��� ��4�� '����'��6��2�  ��������%� ���� I2���� 62��'��� �� ����� ����2���
���� ���� ��;�� 2��� �2�� ��'������
8�3������ ����2�� '��'%�;������� ���� � �2��� ��(� � �% ����� � � ��������� 2� �����
������ ���� �2�� �������� � ����2��������6������� '�����%��� ���  ���2������
���% � � ��� 2���� ��(� ��������� '����'��6��2� �2�� ��2����6�� ���� �� �2��� �2����
� � ��� 6������ �;���� �2� �� L���6�� '��� ��� � � �������2�� ������� �2����2��
2� ����� ���� � ���� �(������ ��� 9���� ���;�����2��� ����� �� '�;������ ��2���
����������� ���� �� �����5������

0&��3!��&:�#.

�2��� % �� � ��� �2�� J�����6����J�  ���%�� ��6� ���� �� �2� �� ���� � ���� ���� ������
6��2� �� '�������  ��;��� �%�� (��S&L���� ���� ��2��� �������� �2��� �2�������
���� ������� �2������� �  ������ �� %���%�� ������������  ������ ��4��
1*-?B1�� �!2� �� 3	 � '��� (��  2���� (�'�% ���2������� ���������� (���2��S&L�
 ��;��� 2��������2��� �%���  ���2��S&L�  ��;��� '��� �� %����2�����'2�3	� 2������
�%�� � �%���%���

��(���� I2���� �� ���� ��2�� '������� ���� �2�� '������ �������� � �� %���%��3	� ����
�� �����2����� �� �%�'���� � � � �� �%(��'���'�������� 4���
1�0E3L03D0#3	L�WME0L	�E1�� !2� � '������3	�  2�%��� (�� ����� ���� ������� ���%�2�
�2������6���� ����'�������6��2� �2��  ���� 3	� (����� % ��� (������ ��2��



client. (Because these clients do not talk to each other when generating 
their IDs, that is why the IDs have to be long, so that two clients don't 
generate the same one.)

Bob in China "bootstraps" himself by getting friends on the outside to 
install nodes A, B, and C and tell him their locations. When he 
establishes contact with each node, he also gets the unique identifying 
string for that node. He also sends each of them his own unique ID, 
'FHGIAHIUHSIDAKXJGHADFG'. Each node then tells the central VOA server, 
"Client node 'FHGIAHIUHSIDAKXJGHADFG' knows about me, circumvention node 
'9134'."

So at this point, the VOA server knows about Bob's client, and it knows 
that Bob's client already knows the locations of A, B, and C. Note that at 
this point, A, B and C do not necessarily know each other's location.

So then, say that C changes IP address. When it comes back online at its 
new IP address, it tells the VOA server, "I am circumvention node '9134' 
and I've changed location". The VOA server checks its database and sees 
that client node 'FHGIAHIUHSIDAKXJGHADFG' (who we know as "Bob") is one of 
the client nodes that knew about circumvention node '9134' before that 
circumventor node changed location. The VOA server also knows that 
circumvention nodes A and B were the other two nodes that Bob knows 
about. So the VOA server encrypts a message in Bob's public key saying 
"Circumventor node '9134' has changed to location X". Then it pushes this 
message to nodes A and B and says "I have a message for user 
'FHGIAHIUHSIDAKXJGHADFG' encrypted in his public key." The next time Bob 
connects to nodes A or B, he retrieves the message, decrypts it, and gets 
the new location of node '9134'.

Because the updated location of node C is encrypted in Bob's public key 
before being sent to Bob, that means that nodes A and B cannot find out C's 
location by snooping on the message before relaying it to Bob, so a hostile 
circumvention node outside of China cannot use this algorithm to find the 
location of other circumvention nodes and block them.

http://www.peacefire.ora

http://www.peacefire.ora


http://freenetproject.org/index.html
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&��8�6�� 6���� ��� ��;�� ���6���� ��� �2� �� :������ ���6�%��� ��4�� ��� ������  ���� �%�������
���� �� �� ������ �2�� �� �%�'� � ���0�%� ���� ����������� (�� % ��� � � ��%�  ��� ���� �� ��  ����
��5��� ����� ����6��4�� �����2� � ��� �� �������� 6�� 6���� ������ ��� ������ dA)�)))� ��� ��%��
6��2� ����� ��  �(��� ���������� ��� 2�6� �2��� � �;��;��

E�;�� % � �2�� �����'%��� � �� ��2�6� ��� � ��(�� 2� �� '�����'�%��� �������� 2��� 6��2� ��%�� �����
(% ���  � '����'�� ������������� C����� ��� ����� �2��� ���� �2� � � �  %(>�'����� �����;��� (��
�%�� I�����'����� &���'������ �� %��� �2�� �5������%�� � ���� ��� �����6��2� '�����'�� ��6�F

����

:����� 	���������� 6����.

F��6��!� 0���AG!� AHHI� ��� HG�JA�KL=6� /HJHH!� (����� +���������� &�����

F�� �#�!� 0��� LM!� AHHI� ��� HL�GN�HO'6� /HJHH!�  ��� 7������
&�����

(����� /� ���� "��� ��"�#�&����#� �������� "���&����
�������� �����E��-

9�� ���� AKH�� ���� �#�� �&�� ��� ��� ���� �#�� "����� %�� �#��� �����
;LL.HK� ��� LL.HJ<
&�������9��GA!� F��P!� ���� ('6� ����������!� �,��#������ �#��
&������� ���� ����!
������ �#�� D>%� ����������� ���������� ���� �����#��� �#�� D>%�
���*�������!
���� ��������"� ��*��,��� �#�� ��������"!� *����������!� ����
����������"� ��� �#�
�"������ 9����,��� ����� ������ KH� ���� ���,���� ��� ������ AJH�
���,����� 7�����
�#��!� &��&���� �������� �������� ��,���� ��� �������� �#����#�
8(4�

����)�� �� �����&/�*� ����� ������������ ����� &����� %)�� �����&�� ���� �#��
�#����
��� ����� ����/��/����� ���&�� ������ ������ ��� ������ �*� �����
������������ �#�
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behind on them, and that we can make slow progress on one or two 
at a

time. This is really a necessary first step to keep Tor from 
suffocating

on its popularity.
Plausible milestones: several new Tor releases; reaching 750 Tor 
servers; milestones on design and research from above list.
B) We get somebody to work on usability and stability for 

Windows. This
comes in two flavors: first, we need to make the Tor server work 

well on
Windows —  this is the number one reason Tor hasn't scaled 

currently.
Second, we need to make the Tor client usable on Windows —  give

it
a good GUI, with intuitive controls and intuitive docs. I have 

some
people in mind for this, and it should be done either as one 

full-time
position or two half-time positions.
Plausible milestones: 200 stable Tor servers running on XP; a 

good
package for Windows that includes all the software we need and

an
intuitive GUI program.
C) We get somebody to work on design, implementation, and 
deployment for censorship resistance. We already have tens of 
thousands of users in Iran and China and similar countries,
but once we get more popular, we're going to need to be prepared 
to start the arms race: we need to build the system described in 
htto://wiki.noreplv.org/noreplv/TheOnionRouter/TorFAO#China 
This is a full-time job too, because it involves figuring out 

the
requirements, building the Tor components, and making everything 
usable for this other context too.
Plausible milestones: 1000 volunteers signed up as relays; 

others?
Based on these, I can imagine four combinations:
1) Just fund A. This will help Tor stay on its feet, but I'll 
still be
partly distracted trying to find funding for the other pieces. 
Therefore
this choice is most suitable as joint funding with some other 
group.
$120k
2) Fund A and B. This is the best approach if we want to make Tor 
itself
sustainable -- we will end up with a large network of happy users 
whom
we can use to relay traffic from Iran, China, etc. Then we'll be 
in a
great position to tackle the next problem, which is censorship 
resistance.
$240k
3) Fund A and C. We keep the Tor network afloat, and we roll out 
some
solutions for Iran and China within the next 3-6 months. Then we 
learn
from that and repeat.
$24 Ok
4) Fund all three. We can tackle both at once —  making Tor usable 
and scalable, and deploying several solutions for blocked 
countries.
$360k
A multi-year approach will let us get the most work done so we 
don' t have
to start wondering about funding again part-way through. If we



can't
fund all three directions at once, I believe that the best way to 
move
forward is to fund A+B for the first year, and A+C for the second 
year.
I hope this helps to explain some approaches for supporting Tor.
I  'm
certainly happy to think about other combinations or other topics that
you want covered. Please let me know!
— Roger
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3� ����� �� ;��'������ ��� '2�'4���� �2�� '�����'��  ���% ��2� � ���������
2����%����31��� ���� ��� �� 6��� (�'4� ���� ���� 6���� ���� ��%� 4��6�� �  ���� � �
3� ���

L ����� � ��2�� ���%��� ��� ������������ 0�%����� 6��4���� J���J� ��%��31;�� (����
�� ���� ���������� ��� ����!&:8��������  �%������� ����'����� %�����6��2�;�� ��
'�����'�� ��� ���'��6��2� ��%�� 0�%� � � �(;��% ��� �� �%��8����� ���������� ����
 ��2�� � �6��4���� ��� ���>�'� �%����� 2� � �6�� ����'������ �������� � � �� ��
(�'4�%����� '�����'��6��2� % � �����6�� ���� �2��%�2� �� �����2��� ��6�
'�����'� ���  �� 2�� � �6��4���� ��� �� ;���������� ���>�'� �����% ����%1���
>% �� ����� ������ 2� � �2�%�2� � ����� �������� ���!&:�� 3�2�;��1�� �������
(����  �������� 2��� ��6��� ��2��!&:8�������� ���>�'� � ����>% �� (�'�% ��6��
���1��2�;�� ��%� %����� '�����'������

&�'�� 6�� �'�%�����2�;�� ��  ������ '�����'��6��2� ��%� ���� '��� (����� 6��4����
6��2� ��%��3�6���� (�� ���������� ���;���� ������������'����� ��� 62����6�1���
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����� Ken Berman
��� Roger Dingledine
��� Kelly DeYoe
�	������ Re: (FWD) Re: Meeting notes, Jan 11 2008
����� Tuesday, January 15, 2008 8:07:05 AM

The main Persian blogger Hoder? Kelly, what do you think?
Yes, try for a piece of the DoS $15M! Good luck, but don't hold your breath

Roger Dingledine wrote:
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Internet
freedom, said Leslie Harris, president of the Center for Democracy and
Technology.
Protecting the Internet from abusive governments is important to 
supporting
democracy, she said. But accomplishing that "will require the free 
world to
take much harder positions" against abuses such as censorship. 
Ultimately,
the odds may favor technology.
"No matter how many restrictions are written in China, the 
Internet is a
very hard technology to control," Harris said. "The number of 
users is
growing exponentially ? blogs, e-mail accounts, the magnitude is 
extraordinary. At the end of the day, governments trying to 
control the 
Internet 
E-mail: 
subi ect=l

On Jan 12, 2008 3:30 AM, Roger Dingledine (b) (6) wrote:

Meeting minutes: Tor annual meeting, Jan 11, 2008.
Ian calls meeting to order, 11:13am EST.
Roger, Andrew, Fred, Ian, Nick, Wendy, Rebecca present. 
Frank Rieger also here as an invited observer, with John 
Gilmore
and Isaac Mao joining later as invited observers.
Item 0: approve last meeting's minutes.
No objections to approving last meeting's minutes. 
Approved.
a) Treasurer's report (Andrew).
Andrew gives budget overview. 2007 was a great year for 
u s .

Ian reminds us the details of the MITACS arrangement. 
First research
project is Ian's grad student who wants to work on DTLS 
/ UDP transport.
Conclusion: we'll wait until Ian learns more; he expects 
to learn more
in February, and we can decide how much money to put in 
then.
Andrew: the final question is whether we'll get an 
audit. Still up in
the air. Most likely the IRS letter will arrive in 
March. Andrew will
continue to look for good auditing firms in anticipation
that such a
letter will arrive.
b) The year in review, and funding prospects (Roger). 
2007 public-facing features:
- great progress on supporting apps like vidalia and 
torbutton
- we made it much easier for clients to be relays
- we launched the blocking-resistance work
Wendy asks if we should be doing press releases about 
our progress;
this causes Roger to add a new agenda item (g) for that 
question.
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Rebecca says press releases are nice and all, but what 
we really need
is to develop relationships with journalists. 
"Cultivating the media."
Roger suggests that that's a great thing to do once we 
have the bandwidth
for it. Let's keep this in mind, and also put it on our 
"3-year vision" 
list.
e) Director elections
(Ian, Frank, John, and Isaac hang up.)
Andrew moves to reelect Ian to his director position. 
Wendy seconds.
Nobody opposed.
Motion Passes. Ian is a director for three more years.
Roger moves to elect Isaac Mao to the director position 
that is currently 
Rebecca's.
Fred seconds.
Nobody opposed.
Motion passes. Isaac is now a director for three years.
Wendy moves to thank Rebecca for her fine work as a 
director.
Roger seconds.
General agreement.
Motion passes.
Rebecca is excited to stay as an active contributor, 
particularly with
respect to educating journalists and users in Asia.
Any final' topics?
No final topics.
Andrew moves to adjourn.
Adjourned at 12:38.
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backdoors. One of the Microsoft people there had a fantastic response, 
which was "hey, we *can't* build something unless it's a standard. The 
DoJ guys smack us down whenever we try to do that."

Overall, the industry folks I met were pretty realistic about how hard 
tapping the Internet would be in practice, as well as the likelihood 
that taps would catch bad people vs good people. They weren't excited 
at all to deploy any solutions. I got the feeling that a lot of them 
were the same people who went through (and won) the crypto wars.

Since I'm not "industry" I'm unlikely to be invited back for another of 
these conferences, unless they end up with another topic for which I'd 
be a good speaker. (Alas, I'm pretty much a one-trick pony when it comes 
to this particular area.) But I do expect to hear back from some of the 
agents and go talk to their groups in more detail. So if there are any 
questions or topics you want me to bring up next time I talk to them, 
please let me know.

--Roger

----- End forwarded message-------



����� L����6� "�6���
��� ���� ������
��� ������ 	����
�	������ :�.� ������� #���������� �ELO�� �2�%�2� 
����� !%� ����� ��(�%���� )-��+)--�A.-?.B?�L/

&�� !%��� -� ��(�+)--� ) A V 4 �+ �8)K))�
���� ������� 6����.

X� ��� 2�;�� -B� �ELO� �������� �� (%���2������� ���� ��������R�

!2��1 �����R� L������������ ���� �;��� �2��T

L����6
���� )5,B�	??@�







����� ���� >�����
��� L����6� "�6���
��� ������ 	����
�	������ :�.� ������� #���������� �ELO�� �2�%�2� 
����� !%� ����� ��(�%���� )-��+)--�A.)B.-+�L/

��� 2�;�� -B� �ELO� �������� �� (%���2������� ���� ��������R

88888&�������� /�  ��� 88888
����.� L����6� "�6���� �� �����> ===========
#���.� !%� ����� ��(�%���� )-�� +)--� ,.?A�L/�
!�.� ���� �������
I'.� ������ 	����
#%(>�'�.� :�.� ������� #���������� �ELO�� �2�%�2� 

&�� !%��� -� ��(+ ) - - ) , V ) K �8)K))�
���� ������� 6����.

X� L����6�8� ��� ���� 2� ��;���% ��� �ELO�6G!����2����� �2��� ��� ��%� ����� (�
X� J ����J� ��%������T� ���

&4�� ��� 2���  ������ ����� 6��2� !��� ���� �ELO� ��� 3����� (%�����6� �1��
������� ���%�2�� ��2����2��� J���6��4 J�

3� ����1��4��6� �����%� 2��� ��%�������2������� ���%���� L���������� �����

!2��4 R

X
X � 888888888888&�������� /�  ��� �
X� ����.� L����6� "�6���� �������M
X� #���.� /�������M��%����?-�� +)--� K.+A� �/
X� !�.� ���� �������� ������ 	����
X� #%(>�'�.� ������� #���������� �ELO�� �2�%�2� 

X� 0����� ���������� ����
X
X� 31��  %��� ��%� ���� �6���� ����2��  ��%������ ��� ������ ��������6����� 31��
X� 4���� �2� �  2����� !2�� �� ��3#�� ��� ������� O����� 2� �>% �� ����� ��������
X� L'��;� � � ���� �������� % � �2��� �������� � ���� ������ ��6�� ����
X
X� 	����%� 2�;�� ���� �5������'��� ��� ����� ��%��������6��2� !��� �;��
X� �ELOG#��������T

X� !2��4 R
X

L����6
���� )5,B�	??@�





������ ���� ������
���� :����� 	���������

���� ������ 	����.� #2�;��O����.� 2���� 2�#
�	������� :�.� ��� �����������(��'4���8�� � ���'�� �� ���
������ !%� �����M��%����?)�� +)),�A.B?.+-� L/

3 � ��� ����� �� ����  ���% � �2���� '���T� !2� ��(� - �� ���?.))TT

���

:����� 	���������� 6����.

F��6��!� 8�,� AH!� AHHI� ��� HN�LO�HG=6� /HJHH!� (����� +���������� &�����

����� �� ����� ��
#��*�..�����������.�,�.�����.���.������/�
*����.���������*��
���� ���� ������ ������ ���#�&� ��� ���*�� ���� ��� #�,�� �
��������/����������
���*������

��� �����!

%� *��������� �#��� ������� �� ��&�&����� ���� ��� �#�� 			� ��������� ���
7�����!
���� �#���)�� �� ���$$"�,����� #����

#��*�..����#�,������.]����.AG	G/L KKK/��/�������� �#�����K,�
#��*�..����#�,������.]����.������/AG�G�*��

 ���&���� ���#�**"� ��� ������ �#��� %�#�,�� �������� ������ ��=� ��� ���� ���
�#�� �3��*���&�������� ����"� ������� �<

�#����!�
2 (����

http://tor.eff.org/svn/trunk/doc/design-paoer/blockino.pdf
http://tor.eff.org/svn/trunk/doc/design-paoer/blockino.pdf
http://freehaven.net/~arma/23C3-1
http://freehaven.net/~arma/slides-23c3.pdf

























































































